MHWHUCTEPCTBO OEPA30BAHUA U HAYKU POCCUMCKOM ®EJEPALIMU

JENAPTAMEHT I'OCYJIAPCTBEHHOM ITOJIMTUKU B COPEPE
OBLIETO OBPA30OBAHUA

INMMCbMO
ot 14 maa 2018 r.N 08-1184

O HAITPABJIEHUHX UH®OPMALIUU

JlenapTaMeHT rocyapCTBEHHOM MOJIUTUKHU B chepe ob6iero o6pasoBaHuss MUHOGpPHAYKH
Poccuu HampaBiisieT [ CBefieHUs1 pa3paboTtaHHble BpemeHHoU komuccueil CoBeta Pegepanuu
0 Pa3BUTHI0 WHGOPMALMOHHOIO OOLIECTBA METOJAHWYEeCKHe PEKOMEHJAMHA O pa3MelleHUH Ha
WHPOPMALIMOHHBIX CTeHJaX, O(HUIUAIbHBIX HUHTEpPHET-CalTaX U JAPYrux HWHPOPMALMOHHBIX
pecypcax 0061e06pa30BaTeJbHbIX OPTaHU3AIMA M OPraHoOB, OCYIIECTBJISIOMIUX yIPaBJEHUE B
chepe o6pazoBaHUsA, HHPOPMAIMH 0 6€30IIaCHOM MOBEJEHUHN U UCII0JIb30BaHUU ceTH "UHTepHET".

JupekTtop [lenaprameHTa
AEIIETPOB

[IpunoxeHue

METOANYECKHUE PEKOMEHJALIUU
0 PABMEIIEHUU HA UH®OPMAILIMOHHBIX CTEHAAX, O®PULIMA/IBHBIX
UHTEPHET-CAMTAX U IPYTUX HH®OPMALIMOHHBIX PECYPCAX
OBIIEOBPA30BATE/BHBIX OPTAHU3ALIMA U OPTAHOB, OCYIIECTBJ/IAIOIIUX
YIIPABJIEHUE B C®EPE OBPA30BAHU A, UH®OPMALIMH O BE3OITACHOM
INOBEJEHUHU U UCI1IOJIb30BAHUU CETHU "UHTEPHET"

JkcnepTaMd W 4ieHamMu BpemeHHo# komuccuu CoBeta @esepanuu MO Pa3BUTHIO
MHGOPMAIIMOHHOT'0 06IIEeCTBA B pAMKaX BbINOJHEHHUs PEKOMEHAAIUH NMapJaMeHTCKUX CAYIIaHUuN
"AKTyaJIbHbIe BOIPOCHI obecriedyeHHUs 6e30MaCHOCTH M Pa3BUTHUsA JieTed B HHPOPMAIMOHHOM
npoctpaHcTBe”, koTophle npouid B CoBete Penepanuu 17 anpens 2017 r., 66111 pa3paboTaHbl
MeTo/IMYeCKue PEeKOMEeHJAlMM O pasMellleHUH Ha UHGOPMAIMOHHBIX CTEH/aX, OQUIUAIbHBIX
WHTEpHET-CalTax U JPyrux HHPOpMaIMOHHBIX pecypcax 0611e06pa3oBaTeIbHbIX OpraHU3alui u
OPraHoOB, OCYIIECTBJISIOIIMX ynpaBjeHHe B cdepe obGpasoBaHusd, UHOpPMAIUM O 6Ge30MacHOM
MOBEJIEHUH U UCNI0JIb30BaHUM ceTH "UHTepHeT" (asiee - METOAMYECKNE PEKOMEH/JAIUHN ).

MeTo/uuecKkie peKOMeHJallMM HampaBJieHbl Ha KayeCTBEHHOEe TMOBBbINIEHHE YPOBHSA
MHOOPMALMOHHON  JIeATeJIbHOCTH  00Ieo6pa3oBaTe/ibHbIX  OpPraHU3allMid U OPraHoOB,
OCYIIECTBJISIIONIMX yIpaBjieHHe B chepe 06pa3oBaHHUs, B YaCTH MHPOPMUPOBAHUSA yYALIUXCHA, UX
poauTesnel (3aKOHHbBIX NMPeJCTaBUTeEJel) U NeJaroTHYeCKUX PabOTHUKOB 06 OCHOBHBIX acleKTax
“HbOpMaLlMOHHOM 6€3011aCHOCTH.

MeTojuueckue peKOMeHJALWM MO03BOJIAT 0061e06pa30BaTeJbHbIM OpraHU3alusiM MU
opraHaM, OCYILeCTBJISIOIIMM yIpaBjeHUe B cdepe 06pa30oBaHUsA, aAKTyaJIU3UPOBATb YKe
UCI0JIb3yeMble U pa3MellleHHble HHPOPMallMOHHbIE MaTepHaJbl, TaK U NOATOTOBUTD UX B Cly4yae
UX OTCYTCTBHS C YY€TOM JIYYIINX MPAKTUK U peKOMEHJAL[UH.

B paMKaxXx MeTOAUYEeCKHX peKOMeHﬂaHI/Iﬁ pacCMaTpuBaOTCA cjeayroniie HHCTPYMEHThI:

1. uHpopMaLIMOHHbBIE CTEH/IbI;
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2. odpuLMabHble UHTEPHET-PECYPCHI;

3. cpeacrBa MaccoBOU I/IH(l)OpMaU,I/II/I (I_LIKOJ'IbeIe ra3eTbl, neaarorndieCcKkve H34aHHA U
Apyrye).

HUH}opMauoHHbIE CTEHABI

Ha nHpopManMoHHBIX CTEH/aX B 0611le06pa30BaTeNbHbIX OPraHU3alMAX, PACIOJI0KEHHBIX B
doiie yupexxieHUl U B KabHWHeTax, OCHAlleHHbIX IepCOHAJIbHBIMU yCTPOMCTBAMMU /IS BbIXOJA B
ceTb "HHTepHeT", peKoMeHAyeTC pasMeCTUTb HHGOPMALMOHHble MNaMATKH, CoJepKalliue
OCHOBHbI€E COBETHI 110 06ecrieyeHHI0 UHPOPMAIIMOHHON 6€30MaCHOCTH yUalluXCsl.

B npusioxkeHuu N 1 Kk MeTOAUYECKUM pEKOMeH/JallusM NpeACcTaB/eH ob6pa3el NaMsaTKU [AJs
pasMellleHUs1 Ha UHPOPMALIMOHHBIX CTEH1aX.

CpeacTtBa MaccoBoil uHpopMaLUu

B cpeacTBax MaccoBoi MHPOpMaLUK, OPUEHTUPOBAHHBIX Ha 00YYalOLIMXCsl, peKOMEH/YeTCs
B TeuyeHHe Yy4yeGHOro roja peryjaspHo ny6JUKOBaTb UHQPOpPMalLMOHHbIE MaTepHuabl,
NOCBsIllleHHblEe OT/JAeJbHbIM acleKTaM HWHQPOPMALMOHHON 6e30MacHOCTH, a TaKXKe pas3JIuyHble
NaMsTKH 00611[ero xapakTepa.

B cpeactBax MaccoBod uMHQOpMauMM, OpPHEHTUPOBAHHbIX Ha IeJaroru4yeckyo
001LeCTBEHHOCTb, PEKOMEHJYeTcsl B TeyeHUe KaJeHJAapHOTro rojia peryJjspHO NyOJIMKOBAThb
uHPopMaLMOHHble MaTepuasbl, MOCBSILLleHHble OTJAeJbHbIM aclekTaM HWHQOpPMaLMOHHON
6e30MacCHOCTH KaK HecOBepIIEeHHOJIETHUX, TaK U 00lleo6pa3oBaTe/bHbIX OpPraHU3alui, a TaKxe
pasyinuHble NaMATKH, 0630pbl HOPMATHMBHO-NPABOBOTO peryJUpoBaHUs JAaHHOW cdepbl U
MHPOPMALUIO 0 aKTya/IbHbIX MEPOIPUSTUSAX U COOBITHSIX B laHHOU cdepe.

B xoze npoBeseHrs EauHOro ypoka no 6e3omnacHocTy B ceTH "WHTepHeT" peKoMeHAyeTcs
06ecrneyuTb BBINYCK TeMaTHYECKOr0 BbINMYyCKa CpeACcTBa MaccoBOoW MHopManuu Jub0 cepuu
ny6JMKalyi, cpeiu KOTOPbIX PacCMOTPETh OPraHW30BaHHbIE MEPONPHUSATHUS [AJs1 00y4YarOIIUXCSH,
UX poAuTesel (3aKOHHBIX MPe/ICTABHUTENEN) U TeJarOrH4ecKor 0611eCTBEHHOCTH.

OdunuanbHbie UHTEPHET-pecypchl

O6uieo6pa3oBaTeJbHbIM  OpPraHM3alMsAM pEKOMEHAYeTCs Ha CBOMX OQUIIMAJIbHBIX
NHTepHeT-pecypcax 06ecreyuTh bYHKIIMOHUPOBaHUE CaMOCTOSITE/IbHOTO 7}
CIenuaIM3uPOBaHHOTO pa3jena "HWHpopmanmmoHHas 6e30MacHOCTh', B paMKaX KOTOPOTO
IpeAycCMOTPEeTh pa3MellieHUe Cieaytolleil "HGopMaIuu:

N | Paspgen/nonpaszen dopmar CoJZiep’kaHue MaTepUaJIoB
npe/iCTaBJIeHUs
MaTepHaioB
1. |J/lokasbHble Konuu fokymMeHTOB B | Pa3MelawTcs KOMUHU J0OKyMEHTOB, T.€.
HOpPMaTHBHbIe akThl | popmate *PDF CKaHUPOBAHHbBIN BapUAHT JOKYMEHTA,
B chepe obecniedeHUs COOTBETCTBYOILHUH TPeOGOBAHHUAM K
MHGOPMAIMOHHON napamMeTpaM CKaHUPOBAHHUS.
6e30MacHOCTH PasMeljaoTcsl JOKyMEHTBI,
06y4aroIuxcs perJaMeHTHpPYIOLIMe OpraHU3aLUIo U
paboTy C NepCOHANTbHBIMU JAHHBIMH,
IJIaHbl MEPONPUATHH M0 06ecreyeHHIo
nH$OPMaLlMOHHOK 6€30MacHOCTH
00y4JaroLIuXcs U ApyTHe.




HopMmaTuBHOe
peryaupoBaHue

Konuu 0KyMeHTOB B
¢dopmarte *PDF

[ly61IMKy0TCS aKTya/ibHble CBeJleHUs O
desepasbHbIX U peTUOHAIbHBIX
3aKOHaX, MMCbMaxX OPraHOB BJIACTH U
Jpyryue HOpMaTHUBHO-IIPaBOBbIE
JLOKYMEHTHI, perjiaMeHTUpYIoLIe
obecneyeHre UHGOPMAIMOHHOM
6e30M1aCHOCTH HECOBEPIIEHHOJIETHHUX.
JonyckaeTcss BMECTO KONUM pasMellaTh
TMIIepCChLJIKM Ha COOTBETCTBYIOLIYE
JOKYMEHTBI Ha caliTax OPraHOB
rocyapCTBEHHOU BJIACTH.

[legjarornyeckum
paboTHUKAM

TekcT Ha cTpaHuLe
canTa

Konuu 10KyMeHTOB B
dopmare *PDF

Pa3smemaloTcsa MeTojUuecKue
peKoMeHJal MU U yKa3blBaeTCs
uHdopMaLKs 0 MEPONIPUSATHUSX,
IpoeKTax U NporpaMMmax,
HallpaBJIEHHbIX Ha NOBbILIEHHE
MH(OpPMaLIMOHHOM IPaMOTHOCTH
neJlaroruyeckrux paboTHUKOB.

Obyvarommcs

TekcT Ha cTpaHulEe
carta

Pa3smentaeTtcs nHPopMaLMOHHAsA
naMsaTka (npusoxeHve N 2) u
yKa3blBaeTcss UHGopMaLus o
MepONPUATHUSAX, IPOEKTAX U
nporpaMMax, HalpaBJIeHHbIX Ha
NOBbILIeHHWe UHPOPMALUOHHOHN
IrPaMOTHOCTH 00GYyUaroIUXCS.

Poautensam
(3aKOHHBIM
npeACTaBUTESAM)
obyvarouxcs

TekcT Ha cTpaHULEe
canTa

PasMelnaeTcss uH$popMalLMoHHas
naMsTka (npusoxenue N 3).

JleTckue 6e3omnacHble
CalThI

TekcT Ha cTpaHuIle
calTa

Pa3meniaeTcss MHpopManus o
peKOMeH/IyeMbIX K UCI0JIb30BaHHIO B
y4e6HOM nporecce 6e30NaCHbIX CAauTaXx,
GaHHephI 6€30MaCHBIX JIETCKUX CAUTOB.

OpraHaM, OCyIIeCTBJSIIONIMM yIpaBjieHre B chpepe 06pa3oBaHKs, pEKOMEHAYETCS Ha CBOUX
opunuanbHbiXx HHTepHeT-pecypcax o06ecnedyuTh (QYHKIMOHUPOBAHHE CAMOCTOSITEJIbLHOTO M
CIenuaIM3uPOBaHHOTO pa3fena "HWHopmanmmoHHas 6e30MacHOCTh', B paMKaxX KOTOPOTO
IpeayCMOTPETh pa3MelleHUe CleaAyIollell NHPOpMaIUu:

[Ipunoxenue N 1

MMAMATKA
AJ14 OBYYAIOIIUXCA Ob UHOOPMALIMOHHOU BE3OINNIACHOCTHU AETEN

HEJIb34

1. BceM mojpsis coobuiaTh CBOK0 YacTHY HHbopMalnuio (Hacrosue uMs, GaMUIMIO,
TesiedOH, aZipec, HOMeDp LIKO0JIbI, a TaK:Ke GpoTorpaduu CBOH, CBOEN CEMbU U JIpy3ei);



2. OTKprBaTb BJIOXKE€HHbIE Cl)aﬁﬂbl 3HeKTpOHHOﬁ IMO4YThI, KOTJa HE 3Haelllb OTIIPABUTEJIA;
3. FPY6I/ITI:, NpHUANPATbCA, OKa3blBAThb AdBJIEHHUE - B€CTHU ce6sl HEBEXKJIMBO U drpeCCHUBHO;

4. He pacniopsikaiicsl AeHbraMu TBOel ceMbU 6e3 pa3pellleHus CTaplInX - BCerja cinpauiMBai
poauTeseu;

5. He BcTpeualicsa ¢ UHTepHET-3HAaKOMBIMH B PeajibHOW KU3HU - MOCOBETYHCS CO B3POCJbIM,
KOTOPOMY JIOBEpsIENIb.

OCTOPOZKHO

1. He Bce numyT npasay. YuTtaeib o cebe Henpas/y B MHTepHeTe - coob1y 06 3TOM CBOUM
POAUTEJISAM UJIU ONlEKyHaM;

2. [lpyrjamaroT nepenycelBaThCs, UrpaTh, 0OMEHUBATLCA - IPOBEPD, HET JIM NO/BOXa;
3. HesakoHHOe konupoBaHue ¢ailsioB B UHTepHeTe - BOPOBCTBO;
4. Bcerzia paccka3sblBail B3pOCJbIM 0 IP0OGJieMax B CETH - OHU BCerza oMoryT;

5. Hcnoab3yil HacTpollku 6e30MacHOCTH U TNPUBATHOCTH, 4YTOObI He MNOTEPSATb CBOU
aKKayHTBI B COLCETAX U JPYTUX OpTaax.

MOKHO
1. YBaxkall Apyrux noJib3oBaTeJie;
2. llonp3yeuibcsa MHTepHET-UCTOYHUKOM - [leJlail CChLIKY Ha Hero;
3. OTKpBIBal TOJIBKO Te CChIJIKH, B KOTOPBIX YBEPEH;

4. 06maTbCca 3a MOMOIIBI0 B3POC/JBIM - POJIUTENH, OMEKyHbl W aJMUHUCTpALUS CAUTOB
BCer/ia MoMOTYT;

5. lIpoitau o6yydeHure Ha caiiTe "CeTeBUUOK" U NOJIyYU NACIOPT LUPPOBOro rpaxkaaHuHal

[Ipunoxenue N 2

HWH®OPMALIMOHHAA ITIAMATKA
A1 OBYYAIOIIUXCA A1 PASMEILEHUA
HA O®PUIIUAJ/IBHBIX UHTEPHET-PECYPCAX

C KaxJbIM roZlOM MOJIOJEXHU B UHTEpPHeTe CTAHOBUTBCS 6oJiblle, a IMIKOJbHUKU OJHU U3
CaMbIX aKTHUBHBIX IOJb30BaTeseil PyHera. Mexay TeM, MOMMMO OrPpOMHOIO KOJIMYECTBa
BO3MOXXHOCTEH, UHTEpPHET HeceT W MpoO6JieMbl. JTa MaMATKA JO/KHA NOMOYb Tebe 6e30macHo
HaXOJAUThCH B CETH.

KoMnbloTepHbie BUPYChI

KOMHbI-OTeprII\/'I BHUPYC - 3TO PAa3HOBHUAHOCTb KOMIBKOTEPHBIX IMpPOrpaMmmM, OTJIMYUTETbHOHN
0COOEHHOCThIO KOTOpOI‘/'I SIBJISIETCS CIOCOOHOCTD K Pa3MHOXKEHUIO. B AOIIOJTHEHHE K 3TOMY, BUPYChbI
MOTyT INOBpeJUTb HJIK IMOJHOCTBIO YHHUYTOXHTL BCeE (baﬁjlbl U [OaHHble, NMOAKOHTPOJIbHbIE
M0JIb30BaTeEJI0, OT UMEHH KOTOPOr'o Oblja 3anylieHa 3apaXeHHad [MporpaMma, a TakXe rnoBpejuTb



WJIN JJaXKe YHUYTOXKHUTb ONEePalMOHHYI0 CUCTEMY €O BceMH daisaMu B 1jeJioM. B Go/bIIMHCTBE
CJIy4aeB PacIpOCTPAHSIOTCS BUPYChl YEPE3 HHTEPHET.

MeTo/bl 3alIUThI OT BPELOHOCHBIX IPOTPaMM:

1. Ucnosnb3yil coBpeMeHHble OIEepaldOHHbIE CHUCTEMbl, HUMEILIUe Cepbe3Hbld YPOBEHb
3aLMTHI OT BPeJOHOCHBIX IPOrPaMM;

2. TllocTosiHHO ycTaHaBaAWBaW mnayTu (LUMdpPOBbIE 3al/aTKH, KOTOPble aBTOMaTUYeCKH
yCTaHABJIMBAIOTCA C LieJIbI0 JOPAabOTKH MPOrpaMMbl) U ipyrve 0OGHOBJIEHUS CBOEH oNepaluOHHON
cucteMbl. CKauMBail MX TOJIbKO C odulMasbHOTO cahTa paspaboruuka OC. Ecau cymectByer
pPeXXUM aBTOMAaTU4eCKOI0 06HOBJIEHUS], BK/IIOUH €r0;

3. PaboTalt Ha CBOeM KOMIIbIOTEpE MO/, paBaMU M0Jb30BaTes, A He aIMUHUCTPATOpa. ITO
He MO03BOJIUT 6OJIbIIMHCTBY BPeJOHOCHBIX IPOTPAMM MHCTA/IMPOBATbCA HAa TBOEM IepPCOHAJIbHOM
KOMIIBIOTEDE;

4. Vcnosnb3yil aHTUBUPYCHBblE NPOTpPaMMHbIE NPOAYKTBI W3BECTHBIX NPOU3BOJUTENEHN, C
aBTOMaTUYeCKUM OOHOBJIEHHEM 0as;

5. Orpanuyb $pU3NYECKUI JOCTYI K KOMIIBIOTEPY JJIs1 IOCTOPOHHUX JIULL;

6. Vcnosp3yil BHeNIHWe HOCUTeJW WHGQOpMAIMU, Takhe Kak ¢JielllKa, AUCK Wau paia u3
WHTEpPHETA, TOJIbKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTKkpbIBail KOMIbIOTEpPHble (aiijibl, I0JyYeHHble U3 HEHAJEXKHbBIX UCTOYHUKOB. Jlaxe
Te dailyibl, KOTOpbIe NMpUCIal TBOW 3HAaKOMbIH. Jlydllle yTOYHH Y HETO, OTIPaBJIs/I JIM OH Tebe UX.

Cern WI-FI

Wi-Fi - 3To He BUJ Nepejjauu AAaHHBIX, He TEXHOJIOTHS, a BCEro JIUIIb 6peHf, Mapka. Eie B
1991 roay HuJepJsaHACKasgs KoOMIaHUA 3apeructpuponBaia 6penj "WECA", uTo o603Hauaso
cnoBocovyetaHue "Wireless Fidelity", koTopblii nepeBoauTCS Kak "6ecipoBoJHast TOYHOCTh".

Jlo Haimlero BpeMeHM Jouula JApyras ab6peBrHaTypa, KOTOpas SBJSETCA TaKOH ke
TexHoJiorTuel. ITo ab6peBuatypa "Wi-Fi". Takoe Ha3BaHUe ObLIO JaHO C HAMEKOM Ha CTaHAAPT
BbICLIeH 3ByKOBOM TexHUKHU Hi-Fi, 4To B nepeBose 03Ha4yaeT "BbICOKasi TOUHOCTD".

Ja, 6ecnylaTHBIA MHTEpPHET-AOCTYNl B Kade, OTessIX M a’sponopTax sBJASETCS OTJUYHOU
BO3MOXXHOCTBIO BbIXOJla B UHTepHeT. Ho MHOrMe sKclepThl CYATAIOT, UTO 061efocTynHble Wi-Fi
CETH He SBJSAITCSA 6€30HaCHbIMMU.

CoBeTnI 110 6€30MACHOCTH PA6OTHI B 0611eJOCTYHbBIX ceTsax Wi-fi:

1. He nepepaBaii cBoo JIMYHYI0 HHOpMaluio yepe3 obienoctynuble Wi-Fi ceTu. PaboTas B
HUX, KeJlaTeJIbHO He BBOAUTH MapoJIu AOCTYIa, IOTUHBI U KaKHe-TO HOMepa;

2. Wcnonb3yil 1 OOGHOBJISAM aHTUBUpPYCHble MpOrpaMMbl U OpaHAMayep. TeM caMbIM Tbl
o6e3omacuilb ce6s1 OT 3aKaUYKH BUpPYyca Ha TBOE YCTPOMUCTBO;

3. [Ipu ucnonbzoBanuu Wi-Fi oTkioun ¢yHkuuio "O61muid foctyn K ¢paiiam U npuHTepam”.
JlanHas QyHKIMS 3aKpbITa 110 yMOJYAHUIO, OJJHAKO HEKOTOpPble MOJIb30BaTeNH aKTUBUPYIOT ee
JIJ1s1 y06CTBa UCNOJIb30BaHHUS B paboTe Uiu yuebe;

4. He ucnonb3y# nyoandHabiil WI-FI 15 nepefadyu JMYHBIX JaHHBIX, HAIpUMep [Jis1 BIX0OJa
B COLMaJIbHbIE CeTH WUJIU B 3JIEKTPOHHYIO N10YTY;

5. Ucnonib3y#l TosbKO 3amuiieHHoe coeuHeHue yepe3 HTTPS, a ne HTTP, T.e. npu Habope



Be6-a/ipeca BBoAY uMeHHO "https://";

6. B Mmo6uibHOM TesredpoHe oTkiaouu pyHknuio "loakaoyeHue k Wi-Fi aBTomaTtuyecku”. He
JIOMYyCKal aBTOMaTUYECKOTO NMOKJII0UeHUs ycTporcTBa K ceTsiM Wi-Fi 6e3 TBoero corJiacusi.

ConuajibHbIE CETH

ConyasibHble CETH aKTUBHO BXO/IAT B Hally »KW3Hb, MHOTHE JIOJW Pa6OTAIOT U KUBYT TaM
noctossiHHO, a B Facebook yxke 3aperucTpupoBaH MHJIJIMAp] 4YeJIOBEK, YTO SIBJSETCS OOHOHU
ceIbMOM BCeX >KUTeJsied IJIaHeTbl. MHOrve mo0JIb30BaTe/JM He IMOHHMAlOT, YTOo WHdopMalus,
pa3MelleHHass UMU B COLIMAJIbHBIX CETAX, MOXKET ObITh Hal/leHa U HCI0JIb30BaHa KeM YroJHO, B
TOM 4YMCJIe He 006513aTeJIbHO € 6J1arMMU HaMepPeHUSIMU.

OCHOBHBIE COBETHI 10 6€30IaCHOCTH B COLMAJIbHBIX CETAX:

1. OrpaHuyb COUCOK Apy3eH. Y Tebsl B py3bsiX He JOHKHO ObITh CJAy4alHbIX U HE3HAKOMBIX
JII0JIE;

2. 3amuIiai cBol 4acTHYyM »kU3Hb. He yka3sbiBail nmapo.iy, TesiepoHbl, afipeca, JaTy TBOEro
POXKAEHUS W APYLYI0 JIMYHY0 MHPOpMaLui. 3JI0YMBIIIJIEHHUKUM MOTYT MCIOJIb30BaThb JaKe
MHPOPMALUIO O TOM, KaK Thl U TBOU POAUTEJH IIJIAHUPYeTe NPOBECTH KaHUKYJIbI;

3. 3aumuuiai cBO penyTalyio - JepKHU ee B YUCTOTe U 33/laBai cebGe BOMPOC: XOTeJ Obl Thl,
YTOObI JpyrHUe MO0JIb30BaTeJHW BHUJEJH, YTO Thl 3arpyxaemb? [logymaii, nmpexje 4yeM YTO-TO
ONy6JIMKOBATh, HAMTUCATh U 3aTPY3UTh;

4. Ecii1 TBI TOBOPULIB C JIIOABMH, KOTOPBIX He 3Haellb, He UCNO0JIb3yH CBOe peaJlbHOe UMA U
JPYTyIo JTUYHYI0 HHGOpMaLMU: UMs, MECTO >KUTEbCTBA, MECTO Y4e6bl U ITpoYee;

5. HU36eraii pa3mernenus ¢otorpaduii B UHTEpHETE, IJe Thl U300paKEH HA MECTHOCTH, 10
KOTOPOU MOXHO OMNpe/IeJTUTh TBOE MeCTOI0JI0KEHHUE;

6. [Ipy perucTtpanuu B COLUANIBHON CETH HEOOXOJHWMO HCIIOJIb30BATh CJOXKHBIE MAPOJIH,
cocTosilMe U3 6YKB U LMD U C KOJIMYECTBOM 3HAKOB He MeHee 8;

7. lns couMasbHOM CeTH, MOYThl U JPYrUX CAUTOB HEOOXOJHMMO HCIOJIb30BaTh pa3Hble
naposiv. Torga ecanu TeGs B3JIOMAKT, TO 3JIOYMbILUJIEHHUKU MOJIy4YaT AOCTYN TOJBKO K OJJHOMY
MECTY, a He BO BCe Ccpasy.

JJIeKTpOHHbIE JEeHbI'H

BJIEKTpOHHbIe A€HbI'M - 3TO OY€Hb y,ELO6HbII\/'I CIoco6 nna’remeﬁ, OJHAaKO CyleCTBYIOT
MOLIE€HHHUKH, KOTOpbI€ XOTAT IMOJIYYHUTb 3TU JE€HbI'U.

aﬂeKTpOHHble A€HbI'n IIOABHWJIMCb COBCEM He€JaBHO WM HMMEHHO H3-3a 3TOI'O BO MHOTI'HX
rocyapCTBax A0 CUX IIOp HEe TPONHWCAHO ITPO HUX B 3aKOHAX.

B Poccuu ke oHM QYHKIIMOHUPYIOT U O HUX Y>Ke MPOIMKCAHO B 3aKOHE, IJle UX pa3/esioT Ha
HECKOJIbKO BHU/IOB - aHOHMMHbIE U He aHOHHWMHbIe. Pa3HHIIa B TOM, YTO aHOHHUMHBbIE - 3TO TE, B
KOTOpBbIX paspellaeTcss TMPOBOJUTH ONepanuud 6e3 HWAeHTUUKALMHK [O0Jb30BaTessl, a B
HEeaHOHUMHBIX UIeHTUPHKaLMs [10/Ib30BaTe s AB/sAEeTCSA 0653aTeIbHOM.

Takke ciefyeT pas/inyaTb 3JEKTPOHHble QuaTHble JeHbrd (paBHbI TOCyAApPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIE HepUATHBIE AEHbI'H (HE paBHBI FOCYAAapCTBEHHBIM BaTIOTaM).

OcHOBHBIE COBETHI 10 6E30MaCHON pa60Te C 2JIEKTPOHHBIMH JE€HbrAMMU:

1. [IpuBsHKM K c4YeTy MOOHWJbHBIM TesedoH. ITO caMblil yAOOHBIA U OBICTPBIA CHOCOO



BOCCTAHOBHUTb JOCTYyH K c4YeTy. [IpuBsA3aHHBIA TesedOH IMOMOXKET, ecad 3abyjellb CBOHU
IJIaTeXXHbIN NapoJib UK 3aii/lellb Ha CAUT C HE3HAKOMOT0 YCTPOUCTBA;

2. Ucnonb3y# ojHOpa3oBble maposiu. [locje nmepexosa Ha YCUJIEHHYHO aBTOpU3aluio Tebe
yKe He Oy/leT YIPoXKaTb ONACHOCTb KPaXky /M NlepexBaTa IJ1aTeXHOT0 NapoJis;

3. BoiGepu ci10kHBIN napoJib. [IpecTynHukaM GyZeT He MPOCTO yraJaTh CJAOXKHBIA MapoJib.
HapexxHble mapoJiv - 3TO MapoJik, KOTOPble COAEPXkAT He MeHee 8 3HAKOB U BKJIIOYAIOT B cebs
CTPOYHbIE U TPONUCHBIE OYKBbI, UPPbI U HECKOJIbKO CUMBOJIOB, TAKHE KaK 3HAK JoJ1apa, yHTa,
BOCKJIMI[AaTeJIbHBIN 3HaK U T.Il. Hanpumep, $tROng!;;

4. He BBOJH CBOHU JINYHbIE€ JdHHbI€ Ha caTax, KOTOPBIM HE NOBEpAECIIb.
aﬂeKTPOHHaH mo4drTa

JJIEKTPOHHAsA MOYTa - 3TO TEXHOJIOTHS U NpPeLOoCTaB/IsIeEMble €0 YCJAYTU MO IMepecblIKe U
NOJYYEHUIO 3JIEKTPOHHBIX COOOLIEHUH, KOTOpble pacnpefessiloTCI B KOMIIBIOTEPHOM CeTH.
O6bI14HO 3JIEKTPOHHBIN MOYTOBBIN AMK BBITJIAAUT C/leiyI0IIUM o6pa3om:
MMs_TN0JIb30BaTes@umMsi_foMeHa. Takxke KpoMe Mepejayd MpPOCTOTO TEKCTa, UMeeTcs
BO3MOXXHOCTb llepe/iaBaTb Qpanibl.

OcHOBHbIE COBETHI 10 6e30MaCHOUN paboTe ¢ 37IeKTPOHHOM MOYTOM:

1. Hago BbI6paTh NMpaBUJ/IbHBIA MOYTOBbIA CepBUC. B MHTEpHeTe eCTb OrPOMHBIA BbIOOP
OGecryIaTHbIX IMOYTOBBIX CEPBUCOB, OJHAKO JIydllle JOBEPATh TeM, KOr0o 3Haellb U KTO NMEPBBIN B
pPENUTUHTE;

2. He ykaspiBall B JIMYHOH mNoYTe JHU4YHyl HHPopManuio. Hampumep, sydire BbI6GpaTh
"My3blKa/bHbINA_paHaT@" nian "pok2013" BMecTo "Temal3";

3. Ucnosib3y# ABYX3TalHY0 aBTOPU3al1Io. ITO KOrJja IOMUMO NapoJisi HY»KHO BBOJHUTb KOJ,
npucbLIaeMbli no SMS;

4. Bpibepu CJAO0XKHBIM MapoJsb. [ KaXJOro MOYTOBOrO SILIMKA JOJ/DKEH ObIThb CBOU
Ha/Ie>KHbIH, yCTOWYUBbBIN K B3JIOMY [1apoJib;

5. Eciu ecTb BO3MOXHOCTh HANMCaThb CaMOMY CBOW JIMYHBIM BOIPOC, HMCIOJIB3YH 3Ty
BO3MOXHOCTb;

6. Hcnosb3yil HeCKOJIbKO MMOYTOBBIX SAUIMKOB. [lepBbIM [JJIf 4YacTHOW Nepenuckd c
aJjpecaTaM¥, KOTOPBIM Thl JOBepsielllb. ITO 3JIEKTPOHHBIA aZjpec He HaJ0 HMCIO0JIb30BaTb MpPHU
perucrpauuu Ha popyMax v canTax;

7. He oTkpbiBall ¢aiyibl U Jpyrye BJIOKEeHUs B NMCbMaX, JJaXke eCJId OHU MPHUILIIN OT TBOUX
JApy3en. Jlydille yTOUYHM y HUX, OTHPABJISJIN JIK OHU Tebe 3TH dalbl;

8. [locsie okoH4YaHUS paboOThl HA IOYTOBOM CEPBUCE NEpe/] 3aKPbITHEM BKJIAJIKU C CAUTOM HE
3a0y/ib HAXKaThb Ha "BbIATH".

Kun6epOy//IMHT UM BUPTYaJ/IbHOE U3/eBaTe/IbCTBO

Kub6epOy/iuHT - mpeciefioBaHUe COOGLIEHHUAMH, COZJEPXKaLlMMU OCKOPOJIeHUSs, arpeccuio,
3aMyruBaHUe; XyJUTaHCTBO; COLMAIbHOE GOMKOTUPOBAHHE C MOMOIIbI0 PA3JMYHBIX UHTEPHET-
CEpBUCOB.

OcHOBHbIE COBETHI IO 60pbbE C KUOEPOYIIUHTOM:

1. He 6pocaticst B 60#. JIy4Iiui croco6: MOCOBETOBAThCS KaK ce6s1 BECTH U, €CJIU HET TOro, K



KOMY MOX>XHO O6paTI/ITbCH, TO BHa4aJie YCIIOKOUTbCA. Ecsin Thl Ha4YHeEIlIb OTBEYATh 0CKOp6J’I€HI/IHMI/I
Ha OCKOp6JI€HI/IH, TO TOJIbKO €111e 6oJiblIIEe pa3oxKellb KOH(I)J'[I/IKT;

2. YnpaBJsiii cBoell KubeppenyTaLuen;

3. AHOHUMHOCTb B ceTH MHHUMas. CyIecTBYIOT CHOCOObl BBISICHUTb, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTOUT BeCTH XyJIMTAaHCKUIM 06pa3 BUPTYaJbHOU XXU3HU. UHTEpHET UKCUPYET BCe TBOU
JleCTBUA U COXpaHsAeT UX. YJAJIUTh UX OyJleT KpaliHe 3aTPYAHUTEJbHO;

5. Co6utto1ail CBOIO BUPTYAJIbHYI0 YECTh CMOJIOAY;

6. UrHopupyit equHU4HbIA HeraTuB. OJJHOpa30Bble OCKOPOUTEbHbIE COOOILIEHUS Jydlle
urHopupoBaTb. O6bIYHO arpeccusi NpekpallaeTcs Ha HayaJlbHOM CTaANHY;

7. baH arpeccopa. B mporpammax o6mMeHa MTHOBEHHbIMU COOOIIEHUSIMU, B COIMATbHBIX
CeTsIX eCTb BO3MOXXHOCTb 6JIOKMPOBKU OTIPABKU COOGIEHUH C ONpesie/ieHHbIX alpecoB;

8. Eciu Thl cBUAeTesnb KuUbGepOyJuiMHra. TBOWM  JeWCTBUSA: BBICTYNIUTb INPOTUB
npecsiesoBaTesis, MOKAa3aTb €My, YTO €ro JAeHCTBHUS OLEHHUBAIOTCA HETraTHBHO, MNOAJEpXaTh
KEPTBY, KOTOPOW HY»KHa IICUX0JIOTHYecKasi IOMOIIlb, COOOIUTD B3POCIBbIM O GaKTe arpecCUBHOTO
NIOBeJIeHUs B CETH.

Mo6u/ibHbIN Tes1IepOH

CoBpeMeHHbIe CMapTQPOHBI U IJIAHLIETHI COZIEPHKAT B cebe BIOJIHE B3POCIbIA QYHKI[MOHA, U
Telnepb OHM MOTYT KOHKYPUPOBAaTh CO CTAlMOHAPHBIMH KoMIbloTepamu. OAHAKO, CpeACTB
3aIIUTHI AJ18 NOJ00HBIX YCTPOUCTB MOKa 04eHb Masio. TecTUpOBaHUE U MOUCK YSI3BUMOCTEH B HUX
NPOUCXOAUT He TaK MHTEHCUBHO, Kak JiJid [1K, To ke camoe kacaeTcss U MOOUIBHBIX NPUI0KEHUH.

CoBpeMeHHble MOOHWJIbHbIE Opay3epbl y)Ke MPaKTUYeCKH JOTHAIM HACTOJIbHbIE aHAJIOTH,
OZTHAaKO pacuiupeHue OGYHKIMOHA/MA BJjiedeT 3a C000W OOJIBIIYI CJ0XKHOCTb U MEHBIIYIO
3alIUIIEHHOCTD.

Janeko He Bce NpPOM3BOJAMUTENM BBINYCKAIOT OOHOBJIEHMS, 3aKpbIBaWOLlMe KpUTHYeCKUe
YA3BUMOCTH JJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /151 6€30MaCHOCTH MOOUJIBHOTO TesiedoHa:

Hudyero He gBusieTcsa [MOo-HACTOALIEMY 6ecrIaTHBIM. By,ﬂb OCTOpO?KEH, BeAb KoOrJa Tebe
npeajiararoT OGecnJIaTHBINA KOHTEHT, B HEM MOT'yT OBbITH CKPBbITbI KaKHWe-TO IIJIaTHbIe YCJ/IYTH;

JyMaii, npexze yeM oTnpaBuTb SMS, ¢oTo uau Buzaeo. Tbl TOYHO 3HaEllb, /e OHU OYAYT B
KOHEYHOM uTore?

Heo6x01MMO 0GHOBJIAATH ONEPALMOHHYIO0 CUCTEMY TBOEr0 CMapT(OHa;
Hcnosib3yl aHTUBUPYCHbIE TPOrPaMMBbl /1/1s1 MOOUJ/IBHBIX TeslepOHOB;

He sarpymal?l MNPpUJIOXKEHHUA OT HEW3BEeCTHOro HMCTOYHHKa, BeAb OHU MOTYT COAEpPXKaATb
BpeJOHOCHOE IpOorpaMMHoOe o6ecneqe1-me;

[locsie TOro Kak Thbl BBIHJENIb C CaiTa, IZile BBOAWJ JIMYHYI HHOOpMaIMIo, 3aWu B
HaCTPOUWKH O6paysepa u yaanau cookies;

l'[epuo,zmqecxn HpOBepHﬁ, KaKue IJIaTHbIe YCJIYTU aKTUBHPOBAHbI HAa TBOEM HOMEPE;

JlaBail cBoil HOMep MOOUJIBHOTO TesedOHA TOJbKO JIIOJASAM, KOTOPBIX Thl 3HAaellb U KOMY



A0BeEpPAEIlb,

Bluetooth go/nkeH GBITH BBIKJIKYEH, KOTJla Thl UM He MO0Jib3yelllbcsd. He 3a0bIiBaii MHOT/A
NpOBePATH 3TO.

Online urpsi

CoBpeMeHHble OHJIAWH-UTPbl - 3TO KpacoyHble, 3axBaThblBAWOLlWe pa3BJeYeHHUs],
06beJUHAIOIINE COTHHU ThICAY 4YeJIOBEK [0 BCeMy MUpY. Urpoku HccieAylOT JaHHBIA UM MHUp,
06LIAI0TCA APYT C APYTOM, BBINOJHAIOT 33JJaHUs, CPAKAIOTCA C MOHCTPAMHU U MOJIy4aloT ONBIT. 3a
YA,0BOJIbCTBUE OHM IJIATAT: NOKYNAIOT JUCK, OIJIAYMBAIOT abOHEMEHT UJIM IPUOOPETAIOT KaKue-TO
ONLMU.

Bce 3TH cpefcTBa UAYT Ha NOAJep:KaHUe U pa3BUTHe UIPhl, @ TaKXKe Ha caMy 6e30MacHOCTbh:
COBEpLIEHCTBYIOTCSl CUCTEMbl aBTOPU3aL MU, BbINYCKAOTCS HOBble MaTyd (UudpoBble 3amaaTKU
JLJIS IPOrpaMM ), 3aKpbIBAlOTCsl YsI3BUMOCTH CEpBEPOB.

B HO,ZLO6HIJIX HUrpax CTOUT OIMaCaTbCd He CTOJIbBKO CBOHUX COIIEPHUKOB, CKOJIBKO KpaXXHW TBOEro
apoJigd, Ha KOTOpOM OCHOBaHa CUCTeéMa aBTOpU3alUuHU GOJIBIIMHCTBA Hrp.

OCHOBHBIE COBETBI 10 6€30IaCHOCTH TBOETO HUI'POBOIr'o aKKayHTa:

1. Ecnu gpyroil Urpok BeJieT cebs MJI0X0 WU CO3JaeT Tebe HENMPUSATHOCTH, 3abJ0KUPYH ero
B CITKCKE UT'POKOB;

2. lloxanyica aflMUHUCTPATOPaM UIpbl Ha IJIOXO€ MOBeJleHHe 3TOr0 MIPOKa, JKeJaTeJbHO
NPUJIOKUTD KaKue-TO J0Ka3aTe/bCTBa B BU/le CKDUHOB;

3. He yka3biBall 1MuHy10 HH$OpPMaLUMIO B Ipodaiiyie Urpsbl;
4. YBakall APyrux y4aCTHUKOB M0 UTPE;

5. He ycranaBiuBai HeopuliMaibHble NAaTYX U MO/JbI;

6. Ucnosib3yil c/0HbIe U pa3Hble NapoJiy;

7. Jlaxxe BO BpeMsi UIpbl He CTOUT OTKJOYaTb aHTHUBUpYC. [loka Tbl urpaelib, TBOU
KOMIIbIOTEP MOTYT 3apa3uTh.

OUIIUHT UIN KpaXa JIMYHbIX JadHHbIX

O6BIYHOM Kpakel JieHeT U JJOKYMEHTOB CEro/iHs y>Ke HUKOI0 He YJAWBHIb, HO C pa3BUTHEM
MHTEPHEeT-TEXHOJIOTUHA 3JIOYMBIIIJIEHHUKU I@epeMeCcTU/JIUCh B UHTEPHET, WU MPOJOJLKAIOT
3aHMMAaTbCs "JIIOOMMBIM" J1€JIOM.

Tak mosiBujiacb HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBa WM (QUILMHT, [JIaBHAas LeJsb
KOTOpPOTO COCTOUT B TOJYYEHUH KOHQHUJEHLHUAJTbHBIX JAHHBIX I0JIb30BaTeJed - JIOTMHOB U
napoJsied. Ha anrsuiickom s3bike phishing uutaercsa kak ¢umuHr (ot fishing - pbibHas 0B,
password - napoJib).

OcHOBHBIE COBETHI 10 60pbOE C GUITUHTOM:

1. Ciesiy 32 cBOUM aKKayHTOM. Ecsiu ThI 0oJ103peBaelib, YTO TBOS aHKeTa 6blJ1a B3JIOMaHa, TO
Heo6X0JUMO 3a6JIOKHpPOBATh €€ M COOOIIMThL aJMUHHCTpATOpaM pecypca 06 3TOM KaK MOXKHO
CKOpee;

2. Ucnonb3y# 6Ge3omacHble BeG-CalThl, B TOM 4YHUCJE, UHTEPHET-MAra3uHoB U TMOWCKOBBIX
CUCTEM;



3. Ucnosb3yil cnoxHble W pa3Hble Naposd. TakuM o6pa3oM, ecau TebGs B3JOMAIOT, TO
3JIOyMBIIIJIEHHUKH N10JIy4aT AOCTYI TOJIBKO K OAHOMY TBOEMY NIPOQUIIIO B CETH, a He KO BCEM;

4. Eciv Te6s B3JIOMaJid, TO HEO6XOJUMO MpPeAyNpeJUTh BCEX CBOUX 3HAKOMBIX, KOTOpbIE
Jo6aBJyieHb] ¥ Te6sI B IPY3bAX, O TOM, YTO TeOs B3JIOMaJid U, BO3MOXXHO, OT TBOEr0 UMEHU Oy/eT
pacchIaThCs ClIaM U CChbIKK Ha GUITHHTOBBIE CAUTHI;

5. YcranoBu HagexHbli napoJb (PIN) Ha MO6GUIbHBIN TesleoH;
6. OTKJIIOYM COXpaHeHUe apoJis B 6pay3epe;

7. He oTkpbiBall ¢aisibl U Jpyrye BJIOKEeHUs B NMCbMaX, JJaXke eCJId OHU MPHUILIIN OT TBOUX
Apy3eit. Jlydille yTOYHH Y HUX, OTTIPABJISIJIN JIU OHU Tebe 3T palbl.

IInppoBas penyTanus

HudpoBass penyrauus - 3TO HeraTUBHasi WJM NO3UTUBHas UHQOpMalUsi B CETU O Tebe.
KomnpomeTtupywmasa uHbopMalus, pa3MellleHHass B UHTEpHeTe, MOXET Cepbe3HbIM 06pa3oM
OTpa3UThCI HA TBOeW peasbHOU ku3HH. "lludpoBas penyrainusa” - 3T0O TBOW UMUK, KOTOPBIH
dbopmupyeTcs u3 nHpopManuu o Tebe B UHTEPHETE.

TBoe MecTO KUTeNbCTBa, yuebbl, TBOe GUHAHCOBOE I0JIOKEHHUE, 0COOEHHOCTU XapaKTepa U
pacckasbl 0 6JIM3KHUX - BCe 3TO HAKAIJIMBAETCS B CETH.

MHorue mnoApOCTKU JIETKOMBICJEHHO OTHOCATCS K NyO6GJUKaLM{A JUYHOU HHPOpMaluH B
WHTepHeTe, He MOHMMas BO3MOXHbIX MOCJeACTBUH. Thl Aaxke He CMOXKEIIb JOTaZaThCs O TOM, YTO
doTtorpadus, pasmenieHHas 5 JieT Ha3a/l, CTaja IPUYNHON 0TKa3a MPUHATH Te6sI Ha paboTy.

KommMmenTapuy, pasMelieHre TBoux ¢ororpaduil U Jpyrue JelcTBUSI MOTYT He UCYE3HYThb
Jlake 1ocJjie TOro, Kak Thl UX yAaauiib. Thl He 3Haelllb, KTO COXpaHUJI 3Ty HHPOpMaliHIo, onasja Jiu
OHa B IOMCKOBBIE CUCTEMbI U COXpPAaHUJIACh JIM OHQ, a [JIaBHOE: YTO NOAYMAalOT 0 Tebe OKpy:Kaloliue
JIIOH, KOTOpble HAWAYT U YBUAAT 3T0. HaliTu uHPopmMan MHOTO JIET CIOYCTS CMOXET JIH060H -
KaK U3 J00pbIX MOOYKAEeHUH, TaK M C HAMEPEHUEM IPUIMHUTD BpeJ. ITO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI M0 3alUTe UUPPOBOM penyTalUu:

1. lMogymai, npexje 4eM 4YTO-TO MyOJMKOBaThb W IepefaBaTb y cebs B 06jiore WJId B
CoLMaJIbHOM CeTH;

2. B HacTpoiikax npo¢u/s yCTaHOBU OrpaHUYEHHs] Ha NMPOCMOTP TBOETO MPOPHUIS U €ero
COJZIEP’KUMOTO, CAAeJIall ero TOJNbKO "[Jist ipy3ei”;

3. He pasmMema#i u He yKa3biBall HHGOPMALMIO, KOTOPAsd MOXKET KOT0-JIKMO0 OCKOPOJISATh HUJIU
06MXKaTh.

ABTOpCKOE nnpaBo

CoBpeMeHHBbIe LIKOJbHUKU - aKTUBHbIE 10JIb30BaTeJd HU(PPOBOro npoctpaHcTBa. OfHaKo
JlaJIeKO0 He BCe 3HAIOT, YTO M0JIb30BaHHE MHOTHMH BO3MOXHOCTAMHU LUPPOBOro Mupa tpedbyeT
CO6JII0IeHUS TPaB Ha UHTE/JIEKTYaJ/IbHYI0 COGCTBEHHOCTD.

TepMuH "UHTeJ/JIEKTya/lbHasi COGCTBEHHOCTb' OTHOCHUTCS K pa3JWYHbIM TBOPEHHUSIM
YeJIOBEYECKOT0 YMa, HAYMHAasA C HOBbIX U3006peTeHU Y 3HAKOB, 0603HAYAIIINX COGCTBEHHOCTh Ha
NPOAYKTHI U YCJAYTH, U 3aKaHYMBasi KHUramMu, potorpadusiMu, KHHOPUJIbMAMU U My3bIKaJbHBIMU
poU3BeeHUSIMHU.

ABTOpCKI/Ie IpaBa - 3TO IIpaBa HA HHTEJJIEKTYyaJIbHYIO COOCTBEHHOCTh Ha MMpoOU3BeAECHUA
HAYKH, JIUTEPATypPbl U UCKYCCTBaA. ABTOpCKI/Ie IIpaBa BBICTYNIAKOT B Ka4eCTBE€ I'apaHTHH TOrO, 4YTO



MHTeJ/UIEKTYa/IbHbIM /TBOPYECKUH TPYyA aBTOpa He OyAeT HampacHbIM, AAacT eMy ClipaBeJJ/MBble
BO3MOXXHOCTH 3apaboTaTh Ha pe3yJibTaTaX CBOEro TPyAa, NOJYYHUTb WU3BECTHOCTb U NMpPHU3HAHUeE.
HukTo 6e3 pa3pelieHUs] aBTOpa He MOXKET BOCIIPOU3BOAUTD €0 MPOU3BEIEHUE, PACIPOCTPAHSATD,
ny6JIMYHO J€MOHCTPUPOBATh, MNpPOJABaTh, HMIIOPTHPOBATh, MYyCKaTb B MpPOKAT, MNYGJIUYHO
UCIOJIHATD, IOKa3blBaTh/UCIOJIHATD B 3¢Upe WM pa3MelaTb B UHTepHeTe.

Hcnosib3oBaHKe "NUPATCKOro" NMPOrpaMMHOI0 oGecleyeHUsl MOXKeT NPUBECTH K MHOTHUM
pUCKaM: OT NOTepU JaHHbIX K TBOMM aKKayHTaM [0 OJIOKUPOBKH TBOEro YCTPOMCTBa, e
yCTaHOBJIEHA HeJlerajibHas nporpamMmma. He cTOUT Takke 3a6bIBaTh, YTO CYLIECTBYIOT JlerajJibHble U
GecnJaTHbIe IPOrPaMMbl, KOTOPble MO>KHO HAaUTH B CETH.

O nmoprane

CeTeBUYOK.pd - TBOM IJIaBHBIN COBETUUK B CETH. 3[€Ch Thl MOXKeIllb Y3HATh O 6€30MaCHOCTH
B CETU MOHSATHBIM W JAOCTYNHbIM $SI3bIKOM, & NPU BO3HUKHOBEHUHU KPUTUYECKOW CUTyalUH
00paTHUThCHI 32 COBETOM. A TaKXe MPUHATH y4acTHe B KOHKYpCax M CTaTh CaMbIM I[UPPOBBIM
rpakJaHuHoM!

[Ipunoxenue N 3
MAMATKA /11 POAUTEJEN OB UHPOPMALIMOHHOM BE3ONACHOCTH JAETEM

OnpenesieHne TepMuHa "HHOpMaALMOHHAs 6e30MAaCHOCTb JeTel" CONepKUTCAd B
®enepasbHoM 3akoHe N 436-®3 "O zamuTre geted oT MHPOpPMaIUM, MPUYUHSIONIEH Bpes UX
3/I0POBbI0 M Pa3BUTUIO", PETYJHUPYIOUIMM OTHOUIEHWS, CBS3aHHble C 3al[UTOH JeTed OT
MHbOpMaLUK, NIPUYUHSAIOILEN Bpes UX 3[0pOBbI0 U (MM) pa3BUTHUIO. COT/IacCHO JAHHOMY 3aKOHY
"nHoOpMaLMOHHAs 6e30HacHOCTb JeTeld" - 3TO COCTOSIHME 3aljuUIeHHOCTH, NPU KOTOPOM
OTCYTCTBYeT PHCK, CBSI3aHHBbIA C NMpUYMHEeHWeM HHbOpMalued BpeAa WX 3/0pOBbI0 WU (WUJIH)
bU3nIeCcKoMy, ICUXUYECKOMY, IYXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuny ®epepanbHoro 3akoHa N 436-93 nHbopManueit, IpUIMHSOLEN Bpes 3J0POBbI0 U
(unn) pa3BUTHIO JleTeH, ABJSIETCS:

1. undopmanus, 3anpeleHHas /151 pacIpoCTpaHeHUs Cpe/iu JieTel;

2. uHdopmalus, pacnpoCcTpaHeHHe KOTOPOM OrpaHUYeHO cpefd JeTed OmpefeseHHBIX
BO3pACTHBIX KaTeroOpHUil.

3. K undopmanmy, 3anpenieHHOH 11 pacnpoCTpaHeHUs CpeJu JeTel, OTHOCUTCS:

4. nadopmanus, NoOyKAar1as JeTed K COBEPLIEHUI0 AeHCTBUH, IPEACTABJISIOLIUX YTPO3Y
MX )KU3HU U (UJIU) 3J0POBBIO, B T.4. IPUYUHEHHUIO BpeJia CBOEMY 3/I0POBbIO, CAMOYOUICTBY;

5. CIOCOOGHOCTL BBLI3BATh y IL[E}Tel‘/ll KeJlaHue yr[OTpe6I/ITb HapKOTH4YeCKHe CpeacTBa,
ICUXOTPOIIHbIE H (I/IJ'II/I) OJlypMaHHUBaAKOIIKEe BelleCTBa, TabavyHbIe n3jeJsind, aJIKOrojibHyO H
CIIMpTOCOAEpXKallylo NPOAYKIIHIO, TIMBO WU HAIIMTKH, U3rOTaBJIMBAa€Mbl€ Ha €ro OCHOBE; IPUHATDb
y4dacTtue B d3apPTHBIX Urpax, 3aHHUMATbCA HpOCTHTyuHeﬁ, 6p0AHX(HH‘{eCTBOM nJiIin
l'[Ol'IpOIJ_IaI‘/’IHI/I‘-IeCTBOM;

6. 060CHOBBIBaIOLIAsI WJIM ONpaB/blBaloOlIas AONYCTUMOCTb HAacUIus U (UIM) KEeCTOKOCTH
JU60 MOOYXJalolasi OCYIIEeCTBJATh HACUIbCTBEHHbIE JEWCTBUS 10 OTHOIIEHUIO K JIIOASM M
>KUBOTHBIM;
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7. oTpULalolas ceMeiiHble IeHHOCTH U GOopMUpYIOllasi HEYBaXKeHHE K POJUTENSAM U (UJIK)
JIPYTHMM 4JIeHaM CeMbH;

8. ompaB/ibIBalOIAsl MPOTHUBONPABHOE NOBEJIEHUE;
9. cozepkalasi HelleH3ypHY0 GpaHb;
10. comeprkaias MHopMaLUIO TOPHOrpaPpUIECKOro XapakTepa.

K uHdopmaiuu, pacnpocTpaHeHHe KOTOpPOW OrpaHUYeHO cpead JeTel omnpejesieHHOTO
BO3pacTa, OTHOCUTCS:

1. uHpopmauus, npejacraBiseMas B BHUJE H300paKeHUs] WJM ONHCAHUS >KECTOKOCTH,
¢dusnyeckoro U (UaM) MCUXUYECKOTO HACWJIUA, MPECTYIVIEHUS UJIA UHOTO aHTHOOLIECTBEHHOTO
JeHCTBUS;

2. BbI3blBalolllasi y JeTed CTpax, y»KaC WJIM NaHWKy, B T.4. IpeJCTaBjseMasl B BHJE
M300paXkeHUs1 WJM ONMCAaHHUS B  YHWXKAWILEH yesoBeyecKoe JOCTOUHCTBO  ¢dopMe
HEHACWJIbCTBEHHOW cMepTH, 3ab60JieBaHHsl, CaMOyOWHCTBA, HECYACTHOIO cCJydasi, aBapuM HJIU
KaTacTpoobl U (UJIK) UX TIOC/IeICTBUH;

3. mpejcraBisieMas B BUJe H300paKeHHUS WJIM OMHCAHHUS IOJIOBbIX OTHOLIEHUH MEXAY
MY>KYMHOU U KEHIIUHOWU;

4. coaepxaliaa 6paHHbIe CJIOBA Y BbIPAaXX€HHA, HE OTHOCAILIHNECA K HEHEHBYpHOﬁ 6paHI/I.

C yuyeTtoM 3Toro Bam mpejjarairoTcsi nmpaBujia paboThl B ceTH WHTepHeT /sl pa3/IMYHbIX
BO3PAaCTHbIX KaTeropui, co6Jil0JleHue KOTOPbIX I103BOJIUT 06ecnedyuTb HWHPOPMALMOHHYIO
6€301acHOCTD BalllUX JeTeH.

O6wmMe npaBuia AJjs poauresien

1. HesaBucuMo oT Bo3pacTa pebGeHKa HCINOJIb3YHTE MpPOrpaMMHOEe 0O6ecleyeHue,
noMorarwiiee GUJIbTPOBATb U KOHTPOJHUPOBATh HHGOPMALIMIO, HO He MoJIaralTech MOJHOCThIO Ha
Hero. Baille BHUMaHUe K peGeHKY - TJIaBHbIA MeTO/] 3alUThL.

2. Eciu Bam pebeHOK MMeeT aKKayHT Ha OJHOM M3 COlMa/JibHbIX cepBUcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTe/JbHO U3y4YUTE, KaKyl0 HHGOPMALUIO MOMEIIAT €ro
Y4aCTHUKU B CBOUX NPOPUIISAX U 6Jiorax, BKIodas poTorpadru U BUAEO.

3. [IpoBepbTe, ¢ KAKUMHU APYTUMHU CalTaMH CBS3aH COLMa/bHBbIM cepBuC Baumlero pe6eHka.
Ctpanuuku Bamero pe6eHka MOryT ObITh 6€30MacHbBIMM, HO MOTYT U COJEPKATb CChUJIKM Ha
He)XkeJlaTeJlbHble M ONacHble CalThl (HampuMmep, MOPHOCAWT, WJIM CaWT, HAa KOTOPOM Jpyr
yIoMHHaeT HoMep coOTOBOTro TesiedpoHa Bautero pebenka uay Bau jomaiHui asipec)

4. TloompsiTe Bamux geTed coobmaTh 060 BCEM CTPAHHOM HJIM OTTAJKHBAIOIIEM U He
C/IMIIKOM OCTpPO pearupyiTe, Korja OHU 3TO JejaloT (U3-3a omaceHus MOTepSATb [JOCTYN K
WUHTepHETY [leTUu He TOBOPAT POAUTENSIM O MpobseMaxX, a TaKKe MOTYT HayaTb HCIOJIb30BaTh
WHTEpHET BHE JIOMa U LIKOJIbI).

5. ByabTe B Kypce ceTeBo# u3HU Bauiero pebenka. MHTepecyiiTech, KTO HUX Apy3bsl B
WHTepHeT TakK ke, KaKk MHTepecyeTeCh pealbHbIMU JPY3bsMHU.

Bo3spacTt ot 7 g0 8 s1et
B HHTepHeTe pebeHOK cTapaeTcs MOCETUTb Te WJU HHble CalThbl, a BO3MOXHO U 4YaThl,

paspellleHHe Ha MoOcelleHUe KOTOPbIX OH He MOJIy4Yusa O6bl OT poauTesei. [I03ToMy poauTensiM
0COGEHHO TMO0JIe3Hbl OyAyT Te OT4YeThbl, KOTOpble NPEeJOCTaBJSAITCI MporpaMMaMHu IO



OTPaHHYEHHIO UCII0JIb30BaHuA UHTepHeTa, T.e. PoauTe/IbCKUI KOHTPOJIb WX TO, YTO Bbl CMOXKETe
YBUJIeTb BO BpeMeHHbIX Qaiyax. B pesysnbraTe, y pebeHka He OyAeT OLLyLIeHUS, YTO 32 HUM
BeJleTCsl MOCTOSIHHbIM KOHTPOJIb, OJHAKO, POAUTENN OyAyT MO-NpeXHeMy 3HaTb, Kakhe CalThbl
noceuaetr Mx pebeHok. /JleTu B JaHHOM Bo3pacTe 006J1aJal0T CHUJIbHBIM 4YYBCTBOM Ce€MbH, OHHU
JIOBEpUYMBBI U He COMHeBAalOTCA B aBTOpuTeTax. OHU J10GAT UrpaTb B CeTeBble MUIPbl U
NyTellecTBOBATh 10 MHTepHeTY, NCII0/1b3yS 3JIEKTPOHHYIO NOYTY, 3aXOAUTh Ha CAalThl M 4aThl, He
peKoMeH/J0BaHHbIe POAUTE/SIMHU.

CoBeTnlI 110 6€30MacCHOCTU B ceTH UHTEpHET 1)1 aeTel 7 - 8 yieT

1. Co3pmaiiTe CIMCOK JOMAallHUX IpaBuJ MocelleHWsa HHTepHeTa NpH ydacTUM JeTed U
TpebyiTe ero BbIIOJHEHUS.

2. TpebyiTe oT Bawero pe6GeHka COOJIOZleHHS] BpPEeMEHHbIX HOPM HaxO0XAeHHs 3a
KoMIlbloTepoM. [lokakuTe pebeHKy, UTo Bbl HabJI0/jaeTe 3a HUM He OTOMY 4TO BaM 3To xoueTcs,
a noToMy 4To Bbl 6ecriokouTech 0 ero 6e30nacHOCTH U BCera roToBbl MY IOMOYb.

3. KomnbioTep ¢ nojk/arouyeHueM K UHTepHeTY A0JKeH HaXOAUThCS B 001Led KOMHaTe MOJ
NPUCMOTPOM POJAUTEJIEN.

4. Ucnonib3yHTe crieliuajbHble JeTCKUe NOUCKOBbIE MAlIUHBI.

5. Ucnosib3yiiTe cpeAcTBa 0JOKHPOBAaHUA HeXeJaTeJbHOTO KOHTEHTA KaK J0NOJHeHHe K
CTaHAapTHOMY PoaUTe/IbCKOMY KOHTPOJIIO.

6. Co3maliTe ceMeWHBbIM 3JIEKTPOHHBIM HAIIUK, YTOOBI HE MO3BOJIUTH JAETSAM HMETh
CoOCTBEHHbBIE aipeca.

7. BiokupyiiTe focTyn K cadTaM C 6GeClJIaATHBIMU MOYTOBBIMU SIIMKAMU C IOMOLIbIHO
COOTBETCTBYIOILET0 IPOrPaMMHOI0 obecredyeHus.

8. IlpuyuuTe [JeTell coBeToBaTbCcd C Bamu mnepes onyGJMKOBaHMEM KaKOWU-1H60
MH$OPMaLUU CpeICTBAaMU 3JIEKTPOHHOH NMOYTHI, YaTOB, PETUCTPALMOHHBIX GOpPM U poduiei.

9. HayuuTe feTeil He 3arpy»aTb Qpaiibl, NpOrpaMMbl UK MYy3bIKy 6€3 Ballero coraacusl.
10. He paspewiaiiTe 1eTsIM UCM0JIb30BaTh C/1yK6bl MTHOBEHHOI'0 06MeHa COO0OLeHUSIMH.

11. B "Genblii" cUCOK CAaNTOB, pa3pelieHHbIX JJIs MOCELieHHUs], BHOCUTE TOJIbKO CAaWThI C
XOpollel penyTayyen.

12. He 3a6nIBaliTe Gece0BaTh C JIeThbMH 06 UX APY3bsix B UHTEpHETE, KaK ecJiv Obl pedb I1a
0 JIPY3bsIX B peaJIbHOU KHU3HMU.

13. He penaiiTe "Taby" U3 BONPOCOB MOJIOBOM >KM3HM, TaK Kak B UHTepHeTe AeTH MOrYT
JIETKO HATKHYTbCSI HAa MOPHOTrpaduIo UK CAluThI "[Jis B3POCJIbIX .

14. llpuyuyuTe Bamero pe6eHka coo61aTh BaM O JIFOOBIX yrpo3axX UM TPEBOraX, CBSI3aHHBIX C
WuTepHeToM. OcTaBalTech CIOKOWHBIMH M HAllOMHUTE JI€TSM, YTO OHU B Ge30MAaCHOCTH, eCJI1
CaMHU paccKasajii BaM O CBOMX TpeBorax. [loxBajuTe MX M IMOCOBETYHTE MOJOUTH elle pa3 B
N0J00HBIX CyYasX.

Bo3pacr geteii ot 9 80 12 s1et

B nmaHHOM Bo3pacTe JeTH, KaK NPaBWJIO, YKe Hac/bIIIaHbl O TOM, Kakasd WH$opManus
cyniectByeT B UHTepHeTe. COBeplIeHHO HOPMaJbHO, YTO OHU XOTAT 3TO YBHUJIETb, NMPOYECTH,
yCabIIAaTh. [IpyU 3TOM HY»KHO TOMHUTB, YTO JAOCTYI K HEXKeJlaTeJbHbIM MaTepHaJjiaM MOXKHO JIETKO
3a6JI0KUPOBATh NMPU MOMOIIU CPEICTB POAUTELCKOTO KOHTPOJIS.



CoBeThl 110 6€30MMaCHOCTH AJ1d AeTer oT 9 10 12 JsieT

1. Co3palTe COMCOK JOMAallHUX NOpaBuJ mnoceuieHUss VHTepHeT NpU y4yacTUU [JeTel U
TpebyiTe ero BbIIIOJHEHUS.

2. TpebyiiTe oT Bauiero pe6eHka co6/110/jeHUSI HOPM Hax0X/€HHs 32 KOMIIBIOTEPOM.

3. HaGuiopmaliTe 3a pebGeHKOM NpU paboTe 3a KOMIbIOTEPOM, MOKaXKHUTe €My, 4TO Bbl
6ecrnoKoUTeCh 0 ero 6e30MacCHOCTH Y BCerza roTOBbl 0Ka3aTh €My IIOMOIIlb.

4., KoMnbloTep C NOAK/AIOYEeHUEM B VHTepHeT JOo/bKeH HaxOAUTbCA B 00llell KOMHaTe MOJ,
MPUCMOTPOM POJHUTEJIEH.

5. Wcnonb3yiiTe cpeAcTBa GJIOKMPOBAHUS HeXeJaTeJbHOI0 KOHTEHTA KaK JONOJIHEHHE K
CTaHAApPTHOMY PoAUTEIbCKOMY KOHTPOJIIO.

6. He 3a6b1BaliTe NpMHUMaTh HENOCPEACTBEHHOE yyacTHe B XKU3HU pebeHKa, 6eceZjoBaTh C
JleTbMU 00 UX Apy3bax B UHTepHeTe.

7. HacrauBaiTe, 4TOOBI leTH HUKOTIa He COTJIallaJvCh Ha JIMYHbIE BCTPEYH C JAPY3bSIMHU IO
HuTepHeTy.

8. [lo3BosIsANTE AETSAM 3aX0JUTh TOJIbKO Ha CallThl U3 "6eJsioro"” CIUCKa, KOTOPbIM co3jaiTe
BMECTE C HUMH.

9. [IpuyuuTe AeTell HUKOT/A He BblJAaBaTh JUYHY HUHPOPMALUIO CpeCTBAMU 3JIEKTPOHHOU
IOYThl, YaTOB, CUCTEM MIHOBEHHOr0 OOMeHa COOOLIeHUSMHU, PeruCTPALMOHHBIX GOPM, JTUYHBIX
npodusiell U IpU perucTpaLu Ha KOHKYpchl B UHTepHeTe.

10. [IpuyunTe AeTel He 3arpy:kaTh nporpaMmbl 6e3 Baiero paspemieHus. O6bSICHUTE UM,
YTO OHM MOTYT CJy4YallHO 3arpy3uTb BUPYCbl WJMU JAPYTOe HeXeJaTeJbHOE NpPOrpaMMHOE
obecneyeHue.

11. CospaiiTe Bamemy peGeHKy OrpaHHYeHHYI0 YYETHYI 3alucChb /s paboThl Ha
KOMIIBIOTEpE.

12. llpuyuuTe Baiiero pebeHka coo611aTh BaM O JIFOObIX yIrpo3ax UM TPEBOraX, CBSI3aHHBIX C
WuTtepHeToM. HamoMHUTE AeTsIM, YTO OHU B 6€30MaCHOCTH, €CJIM CaMH paccKasad BaM O CBOUX
TpeBOTax U ONaCceHUsIX.

13. PacckaxuTe feTsaM o nopHorpaduu B UHTEpHeTe.

14. HacTtauBaiTe Ha TOM, YTOOBI JIeTH MPEAOCTABJSJIN BaM JOCTYI K CBOEH 3JIEKTPOHHOM
MOYTE, YTOOBI Bbl YOEUIUCH, YTO OHU HE 061IAI0TCS C HE3HAKOMI]AMHU.

15. O6BsaAcHUTE AEeTAM, YTO HeJIb34d UCII0JIb30BATDb CE€Tb AJIA XYJIMTAaHCTBA, PACIIPOCTPAHEHUA
CIlJIETEH WUJIK YIpo3.

Bospacr geteii ot 13 5o 17 net

B sToM Bo3pacTe NOJPOCTKH AKTHUBHO HCIIOJB3YIOT MOMCKOBble MAUIWHBI, MOJIb3YIOTCS
3JIEKTPOHHOM MOYTOH, C/1y’k6aMU MIHOBEHHOTO OOMeHa COOOIEeHUSIMH, CKaYMBAIOT MY3bIKY U
¢unbMbl. ManpyrMKaM B 3TOM BO3pacTe GOJIbIIE 10 HPaBy CMETATh BCE OTPAHUYEHHs], OHU KAXKAYT
rpy60ro 10oMOpa, a3apTHBIX UTP, KAPTUHOK "AJ11 B3pOC/bIX". /IeBOUKH MPeAIouYUTAIOT 06IAThCA B
yaTax, IpM 3TOM OHHU ropaszio 6ojiee YyBCTBUTE/NbHbl K CEKCyaJbHbIM JOMOTraTesJbCTBaM B
HHTepHeTe.



3ayacTylo B JJaHHOM BO3pacTe POJUTENSIM YK€ BecbMa CJOXXHO KOHTPOJMPOBATb CBOUX
JleTel, Tak Kak 00 ViHTepHeTe OHU y»e 3HAIOT 3HAYMUTEJbHO 60Jibllle CBOMX pojuTeseil. TeM He
MeHee, He OTMycKaWTe JieTell B "cBo6oJHOe mjaBaHue" no MHTepHeTy. CTapailTecb aKTHBHO
y4acTBOBATh B 06111eHMU pebeHKa B UHTepHeTe.

BaxkHO THO-IpeXxHeMy CTPOTO coO6JII0/jaTh MpaBuja MHTepHeT-6€30MaCHOCTH - COTJIallleHue
MeXJy POJAUTeNsIMU U JeTbMU. KpoMe Toro, Heo6XoJMMO KaK MOXHO yalle MPOCMaTpPUBATh
OTYeThl 0 JleATesbHOCTU AeTel B UHTepHeTe. CiefyeT 06paTUTh BHUMaHUE Ha HEO6XOAUMOCTh
COJIEp’KaHUS POJUTEJIbCKUX TapoJsed (maposied aJMHUHHUCTPATOPOB) B CTPOTOM CeKpeTe U
06paTUTh BHUMaHUE Ha CTPOTOCTb 3TUX MapoJien.

CoBeTnl 10 6€30MACHOCTHU B 3TOM Bo3pacTe oT 13 g0 17 sieT

1. Co3paiiTe CIMCOK JAOMALIHUX NPaBUJI NTocelieHUss UHTepHeTa NpU y4acTUHU NOAPOCTKOB U
TpebyiTe 6e3yCA0BHOTO ero BhlnoHeHUs1. O06GTroBopUTe ¢ pe6eHKOM CIMCOK 3alpelleHHbIX CAalTOB
("yepHbIi cniucok"), yackl paboThl B MHTEpHETE, pyKOBOACTBO Mo 061ieHHI0 B UHTepHeTe (B TOM
qycJie B YaTax).

2. KOMHb}OTep C NIOJKJ/IIDYEHHNEM K CETHU I/IHTepHET AO0JIXKeH HaXOAHNTbCA B O6LL[EI‘/JI KOMHATEe.

3. He 3a6niBaiiTe 6eceloBaTh C 1eTbMHU 00 UX ApPY3bsix B UHTepHETE, 0 TOM, UeM OHU 3aHSTHI
TaKUM 06pasoM, GYATO peub HJET O APYy3bsX B peasbHOM ku3HU. CnpallvBaiTe 0 JIIOJAX, C
KOTOpPBIMHU JlIeTH OOLAIOTCS MOCPEACTBOM CJyK6 MICHOBEHHOTO 0O6MeHa COOOIeHUSMH, YTOObI
y6eauThCsl, YTO 3TH JIFOAU UM 3HAKOMBI.

4. HCHOJ’[bSyﬁTE cpeacrBa 6J'IOKI/IpOBaHI/IH HeMXeJlaTeJIbHOI'0O KOHTEHTAa KdK [JOIIOJIHEHHE K
CTaHAAPTHOMY PO,ZLI/ITef[bCKOMy KOHTPOJIIO.

5. Heo6xoguMo 3HaTh, KakKMMM YaTaMd noJjb3yioTcsd Bawwu pgetu. Iloowpsiiite
HCII0/Ib30BaHUE MOJepUpyeMbIX 4aTOB U HacTauBaWTe, YTOOLI JleTH He 06L1aJNUCh B IPUBATHOM
pexume.

6. HactauBaliTe Ha TOM, YTOGBI JIeTH HUKOT/AA HE BCTPEYAIUCh JIMYHO C JPY3bsSIMU U3 CETU
HHTepHeT.

7. [lpuyunTe fAeTel He BblJAaBaTb CBOIO JIMYHYI0 MHPOpPMAILUIO CpeJICTBAaMHU 3JIEKTPOHHOU
HOYThI, YATOB, CUCTEM MIHOBEHHOT0 OOMEHAa COOOLIEHUSIMHU, PErHCTPALMOHHBIX GOPM, JTUYHBIX
npodusielt U Npy perucTpanuy Ha KOHKypchl B MHTepHeTe.

8. [Ipuy4duTe feTel He 3arpyxaTh porpamMmsl 6e3 Bariero paspeuienusi. 06bCHUTE UM, YTO
OHH MOTYT CJIy4aiiHO 3arpy3UTh BUPYCHI UJIH APYTOe HeXeIaTeJbHOe POrpaMMHOe 06ecrieyeHHe.

9. [IpuyuyuTe Bauero pe6eHka coo6uiaTh BaM 0 JIIOOBIX YIpO3ax UM TPEBOTaX, CBA3aHHBIX C
WHTepHeTOM. HamoMHUTe ZieTAM, 4YTO OHU B 6€30MaCHOCTH, €C/IM CAaMM pacCKasasu BaM, O CBOUX
yrpo3ax Wiu TpeBorax. [[oXBasiMTe UX U IOCOBETYHUTE MOJOMTH ellle pa3 B MOJA0OHBIX CIyYastX.

10. PacckaxuTe aetsiMm o nopHorpaduu B MHTepHeTe. [loMOoruTe UM 3alIUTHUTHCA OT ClaMa.
HayuyuTe noapocTkoB He BblJaBaTb B MHTepHeTe CBOero peajibHOr0 3JIEKTPOHHOrO ajpeca, He
OTBEeYaTh HAa HeXeJlaTeJIbHble MMCbMa U UCN0JIb30BATh ClIELHATbHbIE TOYTOBbIE QUIBTPHI.

11. [lpuy4uTe cebsi 3HAKOMHUTBCS C CAUTAMH, KOTOPbIe MOCEIIAT MNOAPOCTKH.

12. Hay4uTe feTel yBakaTb APYTUX B UHTepHeTe. Y6eAUTeCh, YTO OHU 3HAIOT O TOM, YTO
IIpaBUJIa XOPOLIETo MOBeEHUS IeHCTBYIOT Be3/ie - JaXKe B BUPTYaJbHOM MUDE.

13. O6bsacHUTE eTAM, YTO HU B KOeM CJlydae HeJib3d UCNO0Jb30BaTh CeThb JJ1A XyJIUTaHCTBa,
pacnpocTpaHeHHUd CIJIETEH UJIM YTPO3 APYTUM JIOJAM.



14. O6cyuTe ¢ MOAPOCTKAMU MPOGJIEMBI CETEBBIX a3apTHBIX UTP U UX BO3MOXHBINA PHUCK.
HamoMHHUTe, YTO A€TH HE MOTYT UrPaTh B 3TU UT'PBI COIJIACHO 3aKOHY.

[IocTOSIHHO KOHTpOJIUPYWTe ucnosib3oBaHue WHTepHeTa Bamwum pebeHkom! 3To He
HapylleHHe ero JIMYHOro MPOCTPAHCTBA, a Mepa MpeJOCTOPOXKHOCTHM U IposiBieHUe Bamei
POAUTENBCKON OTBETCTBEHHOCTH U 3a60THI.




